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Abstract— The advent of frequency-agile radios holds the has focused on formalizing the concept of spectrum holes
potential for improving the utilization of spectrum by allowing  and discovering how to utilize them while avoiding causing
wireless systems to dynamically adapt their spectral foolnt — 4ymfy| interference to those primary users that are dgtual
based on the local conditions. The gains result from shiftig . . .
some responsibility for avoiding harmful interference from the active. _The novel idea was to replace st.at|c spectrall masks
static “regu|atory |ayer" to |ayers that can adapt at runtim e. as the Intel’face betWeen l’egulatlon and |mp|ementat|0n a.nd
However, this leaves open the major problem of how to directly deal with limiting interference itself.
enforce/incentivize compliance. We propose a “light-haneld” Meanwhile, the dominant stream of research has focused
regulation framework where we examine this and focus on . the spectrum sensing aspect of the problem [8]. It has

assigning liability by detecting the culprits. The key ideais . .
to have the identity of the guilty parties revealed when thei been shown that cooperative sensing could overcome the

signatures appear in the interference pattern. Previouslywe SNR walls barrier [9] that limit the ability of a single
only considered a simplistic deterministic scenario [1]. h this ~ cognitive user to detect severely faded primary users [10],
paper, we extend the analysis to a more realistic scenario to [11]. Although these efforts have led to a new understanding
account for probabilistic collisions, background wireles losses of technical aspects of opportunistic spectrum usage,aund

as well as adversarial non deterministic transmission of th tal inin t lati th fforts t fi
guilty parties. We derive converse and achievable bounds ahe mental gaps remain In translating these etiorts 1o practice

total system capacity and quantify the fundamental tradeols ~ Indeed the very prospect of cooperative spectrum use in turn
between the various system parameters. The quality of regat  raises regulatory problems. How should cognitive radios be
tory guarantees is expressed by the time required to convidghe  regulated? When single-user sensing is all that is contem-
guilty, the number of potential cognitive systems that can be 5164 then it is easy to see how the current ultrawideband

supported, the number of simultaneously guilty parties tha can . - . .
be resolved and the potential average utilization providedor and unlicensed device paradigm can be extended to cover it:

the secondary systems. We also quantify the tradeoff betwee as long as a device senses at an appropriate sensitivigy, it i

stealthiness and actual utilization when culprits purposty trade  allowed to communicate within an appropriate mask. This is

their utilization to make it harder for the primary system to  ana priori rule that can be relatively easily enforced. But

identify them. how can we certify the behavior of a network of cooperating
|. INTRODUCTION users when that network forms dynamically in the field?

What is really missing is a means farposteriori Spec-

um Enforcement that works in conjunction with some

in the seminal papers by Coase [2] in 1959 and de Vanamount ofa priori certification of the devices themselves.

et. al. [3] in 1969 and more recently by Goodman [4]: uch a perspective has always been present on the policy side

The focus was mostly on making sure that spectrum w 1 [2], [3], [4], but has to our knowledge, never been expibre

efficiently allocated to the socially most important uselse T echmc_ally. A companion paper [12] (_jevelops a toy game-
. : : u - ., theoretic model to discern how effective spectrum enforce-
work of Mitola [5] introduced the idea of “cognitive radios

that are more intelligent and autonomous than the dumrBent mechanisms must be to properly incentivize cognitive

. : systems to not cheat. Even without such a quantitative model
radios of yesterday. The subsequent Spectrum Policy T"ﬁxis qualitatively obvious thatf there is no chance of

Force report [6] of the FCC generated technical interest IHeing caught, then there is very little incentive to invest

the topic. This report revealed that the inefficiency of th.%erious engineering effort in complying with the regulagio

current allocation system went beyond the issue of asgignin ; : i . )
P ecially in cases where compliance might result in lower
bands to inefficient uses — the current system has a drama i

underuse of spectrum since much of it is simply not used aqtuahty of service to the cognitive-radio system’s own gser

all in most places/times. It has been argued that this waste Motivation
is an inevitable consequence of the current static approach.l_he main idea in this paper is to design a way to trace

to spectrum access [7]. N 4
: . . who is violating a protocol. The analogy is to cars. There
Dynamic spectrum access thus has the potential for im- .
. S are rules designed to protect the safety of others. However,
proving the overall utilization of spectrum. Much of the \Wor

not all of these rules are unbreakable at the device level
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The deficiencies in our current model of spectrum aIIocat-r
tion originated in the economics/law/public-policy liédure



for innovation as new technologies develop. A philosophy
of hierarchical punishment was proposed in [1] wherein the
offended entity should be able to identify that it is being
interfered with and then identify a subset of users who are
responsible for causing the interference. There are thoee p
tential approaches to ‘identity.’ In the most straightward
approach, identity is explicitly transmitted by the physdic
layer as a separate wireless signal in a mandated format.
If a primary user experiences harmful interference, then it
merely has to decode this signal to learn the identitieslof al
the potential interferers so that they can be penalizedh Suc
an “identification pilot” signal would necessarily impose a
overhead on the secondary users and one could analyze the
tradeoffs possible. While conceptually simple, this ajpgto S
has four major shortcomings: Fig. 1. Time to convictionI . versus violator's transmission probabilisy
1) It forces us to mandate a standard PHY-layer formatith N =30, K = 2,3,4 and utilization50 — 70%
for transmission of this identity information. This adds
additional complexity to systems that want to use another The focus here is entirely on being able to identify
format/modulation for their own signals. the culprits. Our paper [1] introduced this problem and
2) It imposes a decoder PHY burden on the primary user &howed how codes can be arranged so that the primary
implement a way to decode this identity information so thatan rule out “natural causes” (e.g. shadowing) for degraded
it can penalize secondary systems that are cheating in therformance and decide that foul play must be at work.
vicinity. This is in addition to the primary’s own PHY layer The paper also dealt with liability assignment using theaide
for decoding its own data. of superimposed codes providing bounds on fundamental
3) It does not allow the primary user to distinguish betweetradeoffs between the various system parameters within an
harmful interference and unfortunate fading or bad luck. A&ven more idealized context wherein there was effectively n
primary user might just be out of range of its transmitter onoise. In this paper, we extend our analysis to a more rizalist
it might be drowning in harmful interference. There is nosetup where guilty parties can use probabilistic transoriss
way to tell them apart if the secondary identity informatiorto make it harder for the primary system to reveal their
was just carried by a separate broadcast signal. identities. We also account for background wireless losses
4) More subtly, a broadcast identity does not distinguishs well as non deterministic collision models. In Section |
between the innocent and the guilty. Thus it greatly reducege provide the problem setup. Section IIl provides converse
the incentive to deploy innovative approaches to redudsounds on the total system capacity. Achievable rates are
interference. For example, a cognitive-radio network rhighpresented in Section IV and Conclusions are provided in V.
be able to use beamforming to null out its transmissions
at the primary receiver. However, if any other cognitive
radio causes harmful interference, the careful radios & th A primary system observes a degradation in performance,
neighborhood will also be punished. i.e. packet losses, due to spectrum violation. The goal is to
The second approach to identity trades beacon overheaentify the guilty parties. Every cognitive user is asggn
for reporting overhead. Cognitive radios could be required different binary codeword that defines its allowable trans
to keep detailed records of their trajectories and oparatio mission slots and this code is known to the enforcement
These logs could then be regularly uploaded to the authsritisystem. Users are only allowed to transmit during the slots
and searched to find the culprits whenever a credible repavhere their codes are equal fo Even though a TDMA
of harmful interference is filed. This avoids the first twostrategy would be simple and would guarantee enforcement,
shortcomings, but does nothing about the second two. it is significantly inefficient in terms of utilization as argd
Because of these issues, we explore a different approaich[1]. One important quantity of interest is how long does
in which the identity of a device is implicitly announcedit take to identify the guilty parties. We define this as the
by the pattern of use/interference itself. For simplicitg w time to convictionT.. The second important aspect is how
assume that all wireless nodes have access to a comnmowerful the code is in terms of how many cognitive systems
sense of time and can divide both time and frequency intib supports and how large the size of the guilty set could
slots of moderate length. The complete system consists oba. The goal is to identify the guilty parties by matching the
set of frequency-specific binary codes on users that goveimterference pattern to the known collection of codewohdls.
their medium access to that frequency band. This restrictidhe next sections we quantify fundamental tradeoffs batwee
is hard-coded into the device and verified as such duringe time to convictior?, the total number of potential users
the device certification process. In addition, there might bV, the size of the culprit sek” and the average secondary
a feedback path by which nodes can be told to “cease antilization p. Thei-th cognitive system is assigned a binary
desist” their interfering activities, but this is not stadihere. codeworde; of lengthT,. The collection of such codewords

Time to conviction versus s with adversarial only for different K and p with N=30
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hoping to make the identification task harder. Their trans-
350 mission is assumed to be independent across open slots.
\ T hbverenrl sy For now the only source of randomness is due to this
adversarial transmission protocol. In the next subseatien
also consider misses, due to non deterministic collisiand,
false alarms due to background noise and wireless losses.
Note that if violators use which is too low, their effective
utilization will be substantially reduced, hence there iis a
incentive not to make it too small to tradeoff stealthiness
with utilization. The following analysis assumes a uniform
distribution for the culprits and that at each instant ofeim
there arel potential users (i.e/ ones per row ofC). The
B2 os o4 05 06 o7 o8 05 1 entropy of the random vect@ can be written as:

Transmission Probability (s)

Fig. 2. Time to convictionT, versus violator's transmission probability N\ (a)
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s for lossy and lossless model&V = 30, K = 3, a = 8 = 10%,
Utilization=70%.

=I(g;y|C,s) = H(y|C,s) — H(ylg,C,s) (1)
is denotedC. Let g denote the set of guilty users and (a) follows from the independence gfandC' and from the
denote the observed binary vector of packet drops. In [fact thatH (g|y, C, s) = 0 to be able to identify the guilty set
we considered a best case scenario with zero backgroundiven the observation and the code€’. Now we compute
noise level. Primary packets were always dropped wheneveach of the terms above :

there is an illegal transmission and received with prolitgbil
. . . ) H(y|C,s) <T.Hl(yilc,
1 during periods of no interference. Furthermore, in [1] a (v1€,s) < (vilei, s)
culprit transmits whenever he is allowed to transmit, hence =Te[=p(y1 = l|er, s) log p(y1 = 1fei, 5)
the behavior of the guilty parties is deterministic as their —p(y1 = Olcy, s) log p(y1 = Olc, 8)] (2)

transmission times coincide with the instants when the coq@ote thaty; = u(c.g), with § = g A a;, wherea; is a binary
Y — . [} - T 7

of any of its users is equal td. The key difference in cyivity vector representing whether the culprit is active

this paper, is considering a more realistic scenario whegg: |4 other wordsg; (n) = 1 with probability s, if (n € G
we account for random collisions, background losses as wej}, 4 ci(n) = 1) and()lotherwise. Thus forV — g’ > K

as non deterministic transmission of the guilty users. We

quantify fundamental tradeoffs between the various systefty1 = llci,s) = Prlu(cig) = 1] - Prlys = lju(crg) = 1, 5]
parameters, namely, the time to convictidh, the total (é)Pr[u(clg) — 1]

number of systemsV, the size of the guilty sei’ and the

potential secondary utilizationfor the probabilistic loss and > Priu(c.g) = 1u(crg) = 1, 4] Prljlu(crg) = 1]
interference models. We derive both converse and achievabl 7

bounds on the total system capacity of the detect-violator- (Vo min{¢, K} (O
. o K j J/\K—j
coalition problem. =|1- 5 Z 1-0=s)) m—mr O
(K) j=1 (K) - ( K )
[1l. CONVERSE In (c) we condition on the number of culprifjswhose codes
allow them to actually transmit. Denoting the binary enjyrop

In this section we prove a lower bound on the time to con- ():
viction T,.. The channel is assumed to be memoryless. In [1], 2
as we considered a deterministic interference/transomssi
model, the signature of the culprits was perfectly mapped t§ (¥|C, s) <T:H>
the interference pattern. Now we would like to account for
probabilistic collisions, background wireless losses also = Hy(m) 4)
non deterministic transmission patterns of the culpritrsise
By probabilistic collisions we refer to the fact that, witbm
zero probability, primary packets could still be succekgfu T
received even with an illegal concurrent transmission.kBac H(ylg,C, ) @ ZH(-U”g’ ci, )

=1

-] Rt

K j=1 K

Now we compute the second entropy term in Eq.(1):

ground losses are packet drops due to randomness in the
wireless environment such as fading and shadowing. T
= H(yilg, ci, s)
A. Adversarial probabilistic transmission (%) - Z
Next we consider the case where violators transmit with TR, I\ /N — /¢ ‘
a known probabilitys whenever transmission is possible. = 03] >3 () (K —j) Hy((1—=s)!) =T (5)
By doing so, the culprits choose to tradeoff their utilipati K/ i



Equality (d) follows from the fact thay; = u(c;g) which,
conditioned ong, is independent of;, Vk # i. Note that
the internal sum in the last summation does not depend on
This is due to the uniform distribution assumptiongoénd

the fixed number of ones per row 6f. Thus a lower bound
on 7, can be written as:

1200

7> o8 (x)
T Ha(m)—m

6001

Time to Conviction (T )

(6)

Figure 1 shows a lower bound on the time to convicfion

as a function of the transmission probabilityfor different IR et TSRO

values of K and utilization levelgp. These bounds suggest [ S O R

that for certain values o andp, if the guilty users reduce eE s E oar e a5 ok e ow

their transmission probability that could lead to a longeFig. 3. Time to Conviction versus Effective utilization. i@y users make

time till identification at the expense of a reduced effegtivit harder to get caught by reducing their transmission diiba at the
e . . o . expense of a reduced effective utilization. In this setupl08; Original

utilization. As we show later, this effect is exhibited ireth jization p = 65%.

derived achievable bounds in Section IV.

IV. ACHIEVABLE BOUND FOR CAPACITY

Next we prove an achievable rate using random coding.
Here we also include miss and false alarm probabilitieSodewords of lengthl,. are independently and randomly
due to probabilistic collisions and wireless losses, respegenerated using bernoulti distribution. A coalition of K
tively. Let « and 3 denote the (conditional) false alarm andcodewords corresponds to Ié-user culprit set. Given the
miss probabilities, respectively. We assume that misses aoutput of the channel we select a set ok users and declare
false alarms are independent across time slots and misskem as the guilty set. Denote a coalition of codewords
are independent of the number of active users. Modifyingf size w by X:Zj which is T, independent copies of a
the equations above it is not hard to show that: collection of vectorsX(,,. The coalition of K codewords
and the observed packet drop§ have a joint distribution

p(XTe,YTe) = 115, p(2w) (1)p(y(t) /2(w)(t)). Decoding

B. Probabilistic transmission and stochastic losses model

Prlyr = 1ler, s, v, B] is achieved using typical set decoding. An error occursdf th
=(1—-B)Prlu(c- g) = 1] + aPru(c- g) = 0] generating set of codewords and the channel ouf@ue not
N_¢yJmin{¢,K} (e) (N7Z) typical or if any set other than the guilty set apdvre jointly
=a+(1-f—a)|1- ( b ) Z(l_(l _ 5)7)1\[77% typical. We define the error ever; as follows.
(K) = (K)—( K ) E;: The event that a set which differs in exactlysers from

(7) the true culprits set is jointly typical with. The probability
of such an event is denotde(E;). Using the union bound
the average probability of error can now be bounded as:

H(y|C,s) < T.H, (a +(1-8-a) l1 - (nge)] P < P(EG) + ZP(Ei) (11)

(%)

Thus,

min{¢,K} (g) (N,g) The first term corresponds to the event that the ougparid
% Z (1-(1-s)) W) =T.Hy(n2) (8) the input to the MAC channel (|.e_. the trgnsm|tted codewords
= x)— Uk of the true coalition) are not typical. It is not hard to show
o that the probability of this event goes to zero for suffidignt
Similarly, large T, [13]. Before we prove the achievable rate we prove
7. min{¢,K} the following lemma:
H C.s) — B O\ (N -t Lemma 4.1:f X k) and Y are jointly distributed as
(yg,C.s) = >, | Py .
%) p J J p(z(x),y) then the probability that a set af codewords

; ; XTe = (X xT ) formed by replacing of the code-
Hy ((1—oa)(1 —s)! 1-(1-s))) =T, 9 (K (@) (K —i)) .~ -
A (( ) =) + 61— (1) )) 72 ) words of the true coalition, with independent codewords
A lower bound on the time to conviction can now be readilthence also independentBf'*) and of the remaining< — i
written as: codewords, with the same marginals, is jointly typical can

o (N be bounded by:
T. > L(K) (10) Pr[(X%e, XTe | vT) e ATe] < 27 Tel(XiXac—iY)
Hs(n2) = 72 (1) =2 (K =i <= (12)
Fig. 2 shows lower bounds on the time to conviction fowhereAZ« is the set of jointly typical sequenc(aX(T;{), Y7Te)
both the lossy and the lossless models. [13].



Proof:

Pr[(Xrl;gaX(K—i)v

( yT)eA™) = 3 Pl P@l_.u™)

22, (e eATe

< 9T H(X(x),Y) 9T H(X(i)) , 9= TeH(X(x-4),Y)
(13)
[ ]

— 9 Tel(X(iy;i X (x—i),Y)

Intuitively this means that the probability that replacing

1 codewords of the coalition with independent codewords
would result in jointly typical sequences scales exporméiti
with the of negative the mutual information betweetode-
words of the coalition and the remainidg — i codewords
and the output. Now we can boudit{ E;) by summing over
all sets that differ from the true coalition incodewords. We
can form as many aé%) (V) such sets. Thus,

1 7

We can now bound the total error probability féf suffi-
ciently large as :

riini Achievable, s=1, no losses
== Achievable, s=0.7, no losses
= = = Achievable, s=1, a=p=0.2
Achievable, $=0.7, a=B=0.2
—=#— Lower bound, s=1, no losses
—e— Lower bound, s=0.7, no losses
—— Lower bound, s=1, a=p=0.2
—%— Lower bound, s=0.7, a=p=0.2

c

Time to Conviction T

10° I ] ;

? 10° 10* 10
Total number of users N

Fig. 4. Upper and lower bounds on time to Conviction verstal ttumber
of users N with losses and probabilistic transmission. In this setoyp,
reducings secondary users make it harder for the primary to identignth
(longer T.) at the expense of a lower effective utilization. In this figu
Utilization p = 70%, K = 3.

becomes prohibitively expensive suggesting the need for a
gradual punishment mechanism wherein innocent bystander
systems might incur short periods of false conviction;

4) Under certain scenarios, revealing the spectrum vicdato
identities might come at a slightly higher cost (longe)

if the guilty parties tradeoff their utilization by adopgin

P, < Y P(E)
K
Z K N_K 27TcI(X(,L),X(K,7)Y)
a 1=1 L i
< NEo-Temini{l(Xa)Xx-4,Y)} (15) [
Hence the ratef2sX < min {7(X®; X(K-9 y)}
is achievable. Now using the data processing[z]
inequality its not hard to show that®2eN < 3

min {I(f(XD); f(X(E=D),Y)}. We can choose the
function f(.) to be the integer sum of these sets, i.e. the
number of users with potential transmission in a given slot4]
among a given group of users. 5]

Fig. 3 shows how probabilistic transmission could make it
harder to get caught, i.e. longer time to conviction is neede
at the expense of a reduced effective utilization since onél
average culprits end up usirgp of their potential resources. 7
In Fig. 4 we show upper and lower bounds on time to
Conviction versus total number of use¥swith probabilistic
losses (due to non deterministic collisions and backgroun&B]
noise) and probabilistic transmission.

V. CONCLUSIONS

The main results of this paper is the quantification of the
fundamental tradeoffs between the various system parasnetgo]
under realistic transmission and loss models. We provide
both upper and lower bound on the total system capacity
expressed in terms of how many coalitions of siZeout of  [11]
N total number of users could be identified within time to
convictionT,. It is shown that: 1) Supporting a larger number
of potential users and increasing robustness come at the]
expense of increased time till conviction; 2) A fundamental
tradeoff exists between efficiency, in terms of achievable
utilization rates, and timeliness; 3) Allowing a very large[13]
number of distinct identities for potential cognitive user

El

randomized probabilistic transmission.
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